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1.1

1.2

INTRODUCTION

Product Overview

Perception is a software product designed to assist power plant personnel in
the maintenance and management of oil-insulated equipment used in the
transmission and distribution of electrical power. It is used primarily for
diagnosing fault conditions as well as trending measurements taken from
transformers, circuit breakers and tap-changers.

The software accepts data from either manual or automated programs of
regular sampling and condition analysis of the equipment’s insulating oil as
well as other performance data. Several well-established and recognized
empirical diagnostic rules are used to present information to the user on the
condition of the insulating oil used in the electrical equipment. This assists in
the running of a maintenance program and in the identification of potential
fault conditions. It allows both the maintenance engineer and asset manager
to monitor and diagnose transformer data collected by GE's range of on-line
monitoring units. The data includes Dissolved Gas Analysis (DGA), calculated
models, bushing and other transformer measurements. By providing access to
this valuable data along with powerful diagnostic tools, Perception delivers
clear transformer condition information. This enables decisions to be made
quickly and reliably, helping to extend the life of transformers, reduce
unplanned outage, and avoid catastrophic failure.

Although Perception is an expert analysis and information system, it is only an
aid and should not be regarded as a replacement for the knowledge of a
subject matter expert in the analysis of insulating oil used in electrical
equipment and the operation of oil filled power equipment.

Software Family

There are four members of the Perception family.

» Perception Desktop — A standalone software application that provides
customized access to the centrally located asset database. It provides
advanced diagnostic profiles on device data, a multi-page transformer
report containing key transformer information as well as the facility to
launch external applications. Additionally, Perception Desktop can operate
standalone or as part of a larger centralized asset management suite in
conjunction with Perception Server.

= Perception Server — The pinnacle of transformer asset management
software. Perception Server provides a fleet-wide network overview via a
wallboard display, automatic data downloading with configurable
scheduling, email notifications of device condition changes and a TOA4
data export facility. It uses a centralized data storage location based on
SQL Server to which Perception Desktop links seamlessly via secure OPC
UA communications.
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= Perception Web — A web-based solution that provides read-only access to
the centrally located asset database. This offers a convenient way to
obtain readings and consolidated data analysis across a variety of
platforms including mobile devices. This includes transformer dashboards,
wallboards and an overview to the status of the entire transformer fleet.

» Perception Workflow Designer — The workflow designer uses common
flowcharting techniques to express transformer diagnostic processes as a
model. These models are known as workflows and in turn drive the
Perception dashboard. The Designer brings easily modifiable workflow-
enabled capabilities to the Perception software suite allowing control over
the diagnostic process and customization of how data is presented on the
Perception dashboard.

1.3 What's New?

» Enhanced support for DGA 900 TapTrans Plus with models for cooling,
thermal and OLTC data, including import and export of such data.

» Minor enhancements and bug fixes.

Note: If upgrading to Perception Desktop/Server 2.4. X from version 1.X,
please contact GE Support before commencing as depending upon
the size and complexity of the existing database, a service visit may
be required to make the transition.
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1.4

1.5

System Requirements

The minimum PC and system requirements for Perception Web:

Operating Windows 7 with .NET Framework 4.7
System:

CPU: 1 GHz Processor

Memory: 1 GB RAM

HDD: 500 MB free

Graphics Card: 64 MB graphics, update to the latest driver for your
hardware to ensure that it can provide all the facilities of
.NET Framework 4.7

Perception Web supports the following web browsers:

Platform Browser Supported Versions
Windows Internet Explorer 9 and above
Firefox 28
Chrome 21+
0OS X Safari 5.1+
i0S Safari iOS 5+
Android Browser 4+
Blackberry Browser 10+

Customer Support

E-mail: ga.support@ge.com
North America: 1-877-605-5777
Worldwide: +44 1785-250-070

MA-022 - Perception Web 2.4.7 — Installation & User Guide - Rev 7.3 22-Oct-24 Page 6 of 35



mailto:ga.support@ge.com

2.1

2.2

INSTALLING AND CONFIGURING
PERCEPTION WEB

Overview

To publish content for access over the Internet or intranet, you need to host
the content via a web site on your web server. Microsoft’s Internet Information
Services (IIS) is the primary tool for such hosting services and comes included
with Windows. By default, an IS web site is created in the linetpublwwwroot
directory on your web server. You can either choose to use this default
directory to publish your web content, or you can create a directory at a
location of your choice.

There are several steps to installing and setting up Perception Web:

= Enable Internet Information Services (IIS)
= Create the Application Pool

= Run the Perception Web installer

» Configure the Certificates

See Appendix A for installing and configuring Perception Web on Windows
Server 2008.

Note: A Perception Web login requires Perception Server to be installed and
configured, including the creation of a user account. For more
information, refer to the Perception Server manual.

Enable Internet Information Services (IIS)

In Windows, Internet Information Services (lIS) is turned off by default. The
first step is therefore to enable IIS through the Microsoft Management
Console or Administrative Tools in the Control Panel.

To enable features in Windows, go to Windows Control Panel and double click

Programs and Features. Then click the Turn Windows features on or off link

as shown in Figure 2-1.
T T

@v| » Control Panel » All Control Panel Items » Programs and Features

File Edit View Tools Help

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or
off 0 .
rganize v
Install a program from the =
network Name Publisher Installed On
Adobe Flash Player 14 ActiveX Adobe Systems Incorporated 17/06/2014
Y iy P
B 2dobe Flash Player 14 Plugin Adobe Systems Incorporated 17/06,2014
Y 9 Y P

—

Figure 2-1: Programs and Features
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Under Internet Information Services ensure that the following features are

enabled as shown in Figure 2-2.

= .. Internet Information Services
= . FTP Server
= [E | Web Management Tools
[] || 156 Management Compatibility
., II5 Management Conscle
[] | 1S Management Scripts and Tools
[7] |, 15 Managerment Service
= @ | World Wide Web Services
=] . Application Development Features
. NET Extensibility

|| AP
|| ASP.NET
Bl cal

. ISAPI Extensions
| ISAPI Filters
|| Server-Side Includes
= [ |, Cormmon HTTP Features
. Default Document
. Directory Browsing
. HTTP Errors
[C] |, HTTP Redirection
| Static Content
[[] |, WebDAV Publishing
= [E |, Health and Diagnostics
[ 1. Custom Legging
. HTTP Logging
[C1 1) Logging Tools
[C] |, ODBC Legging
. Request Monitor
11} Tracing
=0 | | Performance Features
[7] | Dynamic Content Compression
. Static Content Compression
= [E | Security
. Basic Authentication
. Client Certificate Mapping Authentication
. Dligest Authentication
o IS Client Certificate Mapping Authentication
J IP Security
, Request Filtering
. URL Authorization
. Windows Authentication

Oo0E000O0

Figure 2-2: Windows Features

Click OK to confirm the new settings. Windows may take several minutes as
shown in Figure 2-3 to initiate the system changes.

-
Microsoft Windows -_—

Please wait while Windows makes changes to
features. This might take several minutes.

Cancel

e

Figure 2-3: Update system
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2.3

Create the Application Pool

Web applications and sites are typically grouped into application pools on a
web server. This effectively creates a process boundary that serves to isolate
applications and provide a more stable environment. Perception Web supports
an application pool running under the local system account with .NET
Framework 4.0 or higher, Integrated managed pipeline and 32-bit support. If a
suitable pool for Perception does not already exist on the web server, it is
necessary to create one using the following steps:

Open IIS Manager, select Application Pools and right-click to select Add
Application Pool as shown in Figure 2-4.

S
@ U |Q v LIS-4K30ZW1-EB » Application Pools

File View Help

‘Connections

-85 L15-4K30ZW1-EB (GEIPS-EUR0\502222358)

qgl Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with wo

|22 Application Pool = — re applications, and provide isolation among different applications.
5[ Sites i Add Application Pool... ‘
Go - 54 Show All | Group by: No Grouping -
&3  Refresh —
Status .MNET Fram... Managed Pipeline Mode Identity
L} DefaultippPool Started w20 Integrated ApplicationPoolld...

Figure 2-4: Add an Application Pool

In the ‘Add Application Pool’ dialog box, enter an appropriate name for the
pool, for example, ASP.NET 4.0 App Pool, then select an appropriate version
of the .NET Framework, for example, .NET Framework v4.030319.

Note: If the correct .NET Framework is installed, but not listed here, refer to
Section 2.6.1.

Under ‘Managed pipeline mode’, select Integrated, select the Start
application pool immediately checkbox and click OK as shown in Figure 2-5.

Add Application Pool L2 ||

Marme;
ASP.NET 4.0 App Pooll

MET Framework version:

| NET Framework v4.030319 -

Managed pipeline mode:

’Integ rated L ]

Start application pool immediately

I QK I Cancel |

Figure 2-5: Name an Application Pool

L
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The available Application Pools on the web server are listed to the right in

Figure 2-6. Notice the recently created application pool called ‘ASP.NET 4.0
App Pool'.

Note: During the client installation, you'll be able to associate Perception
Web with this application pool.

et nrmatonsevices 5 55—
% [} v LSHIGIZWI-EE » Application Pools
File Help
= le Application Pools
¥
€3 LIS-4K307W1 - - 22223
“ 3 L,I,i A’GU_ = £B (GEIPS-EUROSO. 58) This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain
i} Application Pools one or more applications, and provide isolation ameng different applications.
» (@] Sites

Filter: Go - L5 Show All | Group by: No Grouping

Name B Ststus  NET Fram.. Managed Pipeline Mode Identity Applications
£ ASP.INET 4.0 App Pool Started w0 Integrated ApplicationPooiid... . 0 |
L DefaultAppPool Sterted V20 Integrated ApplicationPoolld... 1

Figure 2-6: List of Application Pools

[64-bit machines only] If your machine is 64-bit, it's important to ensure that
32-bit applications are supported. To do this, right-click on the newly created
application pool, for example, ASP.NET 4.0 App Pool, and select Advanced
Settings as shown in Figure 2-7.

& bt formaton Senies 9 Manoger T

% [& » Us-4iG0ZWIEB » Application Pools

View  Help
Connections
# @g’! Application Pools
€ LIS-4K30ZW1- X 22223
«-% Llf HGDZWL-EB (GEIPS-EUR01502222358) This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain
# i Application Pools one or more applications, and provide isolation ameng different applications.
».[& Sites
Filter: - [{{iGo - (5 Show All | Group by: Mo Grouping =
Name B Status  NET Fram.. Managed Pipeline Mode Identity Applications
= — ! ! ! |
‘:ASP‘NHmU App Pool & Add Application Pool... 1 ApplicationPoolld... 0
L} DefaultAppPool ApplicationPoolld... 1
(AR EGres Set Application Pool Defaults.., pRhcationtoe
Start
B Stop
2 Regycle..
[Z]  Basic Settings...
Recycling...
| Advanced Settings..
Rename
¥ Remove

View Applications

@ Hep

Online Help

Figure 2-7: Configure Application Pool Settings
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In the ‘Advanced Settings’ dialog, under the ‘General’ category, click the

Enable 32-Bit Applications field and select True.

And under the ‘Process Model’ category, click the Identity field, select

LocalSystem and click OK as shown in Figure 2-8.

Note: LocalSystem ensures that the application has the same privileges as
the current Windows user.

B (General)
MET Framework Version
Enable 32-Bit Applications
Managed Pipeline Mode
Mame

Queue Length

Start Autornatically

B CPU
Limit
Lirnit Acticn
Limit Interval (minutes)
Processor Affinity Enabled
Processor Affinity Mask

B Process Model

Idle Time-out (minutes)
Load User Profile

Maximum Worker Processes
Ping Enabled

True

Integrated

ASP.MET 4.0 App Pool
1000

True

]
Mobction
5

Falze
4294967295

Locatsystem

20
True
1
True

Identity

[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended], Metwork
Service, Local System, Local Service, or as a specific user identity.

Figure 2-8: Advanced Settings

Finally close IS — you are now ready to run the Perception Web installer.
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2.4

Run the Perception Web installer

To install Perception Web, insert the Perception Desktop CD into your PC’s CD
drive and double click the ‘Perception.Web.Setup.exe’ file. The Setup Wizard
launches, and you click Next to continue as shown in Figure 2-9.

Note: The Installation CD contains other setup programs, so ensure you
select the correct installer.

ﬁ Perception Web Setup

Welcome to the Perception Web Setup
Wizard

The Setup Wizard will install Perception Web on your
computer, Click Next to continue or Cancel to exit the Setup
\Wizard.

Figure 2-9: Welcome to the Perception Desktop Setup Wizard

If the License Agreement is acceptable, select | accept the terms in the
License Agreement and click Next as shown in Figure 2-10.

rﬁ Perception Web Setup - 5E.L

End-User License Agreement @

Please read the following license agreement carefully

FORM ES105 [REV 3): SOFTWARE LICENSE it
NOTICE - READ THIS CAREFULLY: THIS IS A LEGAL AND BINDING .i’l'EREEI"IEI\lITIZ|
BETWEEN YOU AND LICENSOR. BY INSTALLING THE SOFTWARE, YOU AGREE TO
ALL THE TERMS AND CONDITIONS OF THIS SOFTWARE LICENSE ["LICENSE"]. IF
YOU DO MOT AGREE TO THESE TERMS, DO NOT INSTALL THE SOFTWARE. YOU
MAY RETURN THE SOFTWARE, ALL MANUALS, DOCUMENTATION AND PROOF OF
PAYMENT TO LICENSOR WITHIN 30 DAYS OF PURCHASE FOR A FULL REFUND.

1. Definitions. Unless otherwise ogreed to by Licenser, the following terms shall
mean:
“Derivative Werks” includes but is not limited to fo] any werk based upen one or more =

[V1T accept the terms in the License Agreement

| pint | | Back || mMext | [ cancel

Figure 2-10: End-User License Agreement
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Perception Web is hosted by IIS in a dedicated application pool. Select the
web site that you wish to install Perception web — this could be the Default
Web Site as shown in Figure 2-11 or any custom web site that you have
defined previously.

The next step is to assign a suitable application pool to Perception Web. This
could be the default application pool of the selected web site or a custom
application pool that meets Perception Web minimum requirements.

For example, select Use a Custom Application Pool instead of the selected
website default and select ASP.NET v4.0 App Pool as shown in Figure 2-11.

Perception Web Application Settings in IS .
Specify 115 details for Perception Web application, then dick Mext to continue. I@I

Install Perception Web to the website;

| Defauit Web Site -

Install Perception Web to the application named:

IPerceptionWeb

Use a Custom Application Pool instead of the selected website default.
Install Perception Web to use the Custom Application Poal:

| ASP.NET 4.0 App Pool

Back

Figure 2-11: IIS settings
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If known, specify the hostname or IP address of the Perception Server.
Otherwise leave blank and click Next as shown in Figure 2-12.

Note: You can supply this information later via the web.config file (see
Section 2.6.2).

’
‘_ﬁ.‘ Perception Web Setup - = =] g

Perception Web Configuration Settings @

Specify configuration details, then dick Next to continue.,

Specify the Hostname or IP Address of Perception Server (leave blank if unknown). You
can modify this information in your web.config file after installation:

Back “ Mext I [ Cancel

Figure 2-12: IP address of Perception Server

Specify a destination web folder for the installation (or accept the default) and
click Next as shown in Figure 2-13.

-
ﬁ‘ Perception Web Setup ==

Destination Folder .
Click Mext to install to the default folder or dick Change to choose another, @

Install Perception Web to:

IC:\,ineh:ub‘l,wwwraot\PercepﬁonWeb‘l,

[ Back H Mext ] [ Cancel ]

[ — B I ——

Figure 2-13: Destination Folder
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Click Install to start the installation as shown in Figure 2-14. The installation
may take several minutes. A progress bar indicates the progress so far.

-
:ﬁ.‘ Perception Web Setup ==

Ready to install Perception Web @

Click Install to beqin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back || Instal | | cancel |

[ SEEE
Figure 2-14: Ready to Install

The Setup Wizard proceeds with the installation and presents the following
message on successful completion as shown in Figure 2-15. Click Finish to
exit.

-

ﬁ' Perception Web Setup | = 2 |

Completed the Perception Web Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Figure 2-15: Completed
Perception Web is now successfully installed.
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2.5

2.5.1

2.5.2

Configure the Certificates

As a security measure, Perception uses electronic credentials known as
certificates to authenticate clients and servers. Every time a new client user is
added, both the user and the server administrator must trust each other’s
certificates (or physically exchange certificates as outlined below). This
ensures that the requisite trust exists between client and server. Once the
certificates have been exchanged, seamless communication can take place.

Creating the Perception Certificates

A Perception Web client certificate is automatically created on the first
instance of launching the web application and can be found in the
subdirectory (TrustedCertificates\certs) of the Perception Web install location.
A Perception Server certificate is automatically created as part of the
Perception Server install and can be found in the directory
(C:\ProgramData\GE_Energy\Perception\TrustedCertificates\certs) of the
Perception Server machine. If the Perception certificates are missing or
invalid, refer to Section 2.6.3.

Trusting the Perception Server Certificate

If the Server certificate is not trusted, the following error message displays as
shown in Figure 2-16.

T e ———T e —— Y - 0

«

[ localhost/Perc Accou 7R %62FP \Web =

ception Web pe

bout

Log in
Usemame
adminUser

Password

« Server certificate not found or Perception Server Hostname (or IP Address) is missing or invalid. Please contact your System Administrator.

Figure 2-16: Invalid Server Certificate

To trust the server certificate, the certificate must be copied from the trusted
certificates folder on the Perception Server machine to the trusted certificates
folder on the client machine. To do this:

Open file manager on the Perception Server machine and navigate to the
trusted certificates folder at this location:

C:\ProgramData\GE Energy\Perception\TrustedCertificates\certs

Look for a certificate of the following format:
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2.5.3

Perception.Server.<computer name>[key].der

Where <computer name> is the computer name of the server, and [key] is the
public certificate key.

Copy this certificate to the TrustedCertificates\certs folder on the Perception
Web install machine at this location:

<PerceptionWeblnstallLocation>\TrustedCertificates\certs

Where <PerceptionWeblnstallLocation> is the directory path specified in
Figure 2-13, for example, C:linetpub\wwwroot\PerceptionWeb.

Trusting the Perception Web client Certificate

If the Client certificate is not trusted, the following error message displays as
shown in Figure 2-17.

« C' | [} localhost/PerceptionWeb/Account/Login = (

Perception Web powered by GE Digital Energ

Log in
Username

adminUser

Password

s Perception Web Client Certificate not Trusted.

Figure 2-17: Invalid Client Certificate

To trust the Perception Web client certificate, the certificate must be copied
from the trusted certificates folder of the Perception Web client machine (or
the rejected certificates folder on the Perception Server machine*') to the
trusted certificates folder on the Perception Server machine.

Open File Manager on the Perception Web client machine and navigate to the
trusted certificates folder at this location:

<PerceptionWeblnstallLocation>\TrustedCertificates\certs

Where <PerceptionWeblnstallLocation> is the directory path specified in
Figure 2-13, for example, C: \inetpub\wwwroot\PerceptionWeb.

Or alternatively, if an attempted connection was made*', the administrator can
navigate to the rejected certificates folder on the Perception Server machine

at this location:
C:\ProgramData\GE Energy\Perception\RejectedCertificates\cert
s

Look for a certificate of the following format:
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2.6
2.6.1

2.6.2

Perception.Web.<computer name>[key].der

Where <computer name> is the computer name of the Perception web server,
and [key] is the public certificate key.

" Note: When a client attempts to connect to a server, the Web client’s
certificate is automatically moved to the Rejected Certificates folder
on the Perception Server machine. To trust the client connection, the
administrator must move this certificate to the trusted certificates
folder on the Perception Server.

Move this certificate to the TrustedCertificates\certs folder on the

Perception Server machine at this location:
C:\ProgramData\GE Energy\Perception\TrustedCertificates\certs

Troubleshooting

.NET Framework is not listed when creating a new
application pool

If the .NET Framework is installed but not listed as an available option in the
.NET Framework version dropdown list when creating a new application pool,
then it may just need to be reregistered on the machine. Try the following
steps:

= Launch the Command Prompt as an Administrator
> Click Start > All Programs > Accessories

» Right-click the Command Prompt and choose Run as administrator
Note: If prompted, click Yes to the User Account Control

» Type the following commands (ensuring you use the correct path for the
.NET Framework version you have installed).

32-bit machines:

» cd C:\Windows\Microsoft.NET\Framework\v4.0.30319
» aspnet regiis -ir

64-bit machines:

» cd C:\Windows\Microsoft.NET\Framework64\v4.0.30319

» aspnet regiis -ir
Modify the Perception Server hostname or IP address

If incorrect/missing configuration details occur, the following error message
displays.
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2.6.3

2.6.3.1

Username

Password

s Incorrect configuration details, Perception Server Hostname (or IP Address) is missing or invalid. Please contact your System Administrator.

Y GE imagmation at work

Figure 2-18: Incorrect configuration details

The Perception Server hostname or IP address is specified in the Web.Config
file that can be found at the Perception Web install location. Open this file in
any editor*, such as Notepad, and edit the following key:

<add key="PerceptionServerHostnameOrIpAddress"
value="{name}"/>

Where {name} points to the Perception Server — this could be 1ocalhost or
the IP address of the Perception Server.

*Note: The editor must be run with administrator privileges.
Perception Certificates missing or invalid

Server Certificate

If the Server certificate is missing or invalid, the following error message
displays.

£ Login * 4 T T —— = e = |
« C | [ localhost/Percep Veb/Account/Login?ReturnUrl=2%2FP; eb v =

Perception Web

e About

Login

Username

adminUser

Password

+ Server certificate not found or Perception Server Hostname (or IP Address) is missing or invalid. Please contact your System Administrator.

Figure 2-19: Server certificate missing

To resolve, copy a valid certificate to the TrustedCertificates\certs
folder in the Perception Server install location or reinstall Perception Server to
regenerate the certificate.
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2.6.3.2

2.6.4

Web Client Certificate

If the Web Client Certificate is missing or invalid, the following error message
displays.

7 @ Login x IR
€« € | [} localhost/PerceptionWeb/Account/Login?ReturnUrl=%2F PerceptionWeb%2F e =

Login

Username

a

Password

+ Perception Web Client certificate not found. Please contact your System Administrator.

£ imagination at work Perception Web: 1.16.0.13677 © 2014 General Electric

Figure 2-20: Client certificate missing
To resolve, copy a valid certificate to the TrustedCertificates\certs
folder in the Perception Web install location.

Another possibility is that the Application Pool has been incorrectly
configured. To check, open IS and ensure that the application pool is using a
LocalSystem account (see Section 2.3) and/or restart the web site.

Alternatively, reinstall and re-launch Perception Web to regenerate the
certificate.

Invalid Application Pool

If the application pool is missing or incorrectly configured, the web browser
may show the following message as shown in Figure 2-21.

/ €3 Configuration Error x - - -

L o C | [ localhost/PerceptionWeb/Account/Login

Server Error in '/PerceptionWeb' Application.

‘ Configuration Error

Description: 4n error sccurred during the processing of a configuration file required to service this request. Please review the specific error detaile below and modify your configuration file appropriately
Parser Error Message: Unrecognized aftribute targetFramework’. Note that attribute names are case-sensitive.

Source Error:

Line 75: </outputCacheSettings>

Line 76: </caching=

Line 77: <compilation targetFramework="4.5"/>
Line 78: <httpRuntime targetFramework="4.5"/>
Line 79: <autﬁent‘i(at‘iuﬂ mode="Farms ">

Source File: Clinetpub\wwwroot\PerceptionWebweb.config  Line: 77

Version Information: Microsoft NET Framework Version:2.0.50727.5477; ASP.NET Version:2.0.50727 5483

Figure 2-21: Browser error
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2.6.5

To resolve, ensure that Perception Web is associated with the correct
application pool and that the Application pool is configured as outlined in

Section 2.3.

Other Issues

Known Issue

Resolution

Perception Web installer:
after selecting an
application pool, it
reverts to another
application pool.

Reselect the intended application pool.

HTTP Error 401.2 -
Unauthorized

This can happen when trying to view Perception Web from a browser.
Anonymous Authentication and Forms Authentication must be enabled for
IIS to resolve this.

Unable to see ASP.NET
v4.0,4.50r 4.7 in
Perception Web installer
application pool drop
down or available
application pools in lIS
manager

Ensure the correct features are enabled as described in section 2.2.
1. Close IIS manager (if open).
2. Run Command Prompt as Administrator.
3. Inthe Command Prompt, type (for x64 Windows):
cd C:\Windows\Microsoft.NET\Framework64\v4.0.30319
or (for x86 Windows):
cd C:\Windows\Microsoft.NET\Framework\v4.0.30319
and press Enter.
4. Type aspnet regiis -ir and press Enter.

5. A message confirms that the configuration of IIS Framework 4.0 has
started.

6. RestartllS.

Perception Web Images /
Icons not displaying

After installing and configuring Perception Web, some images and icons
are not displaying on the web pages (Ranking arrows, pie chart, device
icons). Steps to resolve the issue:

1. Open Control Panel and select Add/Remove Windows features
2. Enable the IIS feature Static Content under Common HTTP Features.
3. RestartllS

Perception Web installer
fails for non-English
Windows

On some non-English Windows environments the Perception Web installer
fails to complete. At the stage when you select the .Net 4.0 application
pool and click Next, a message appears stating (ASP.NET v4.0) is not
supported. This occurs because the decimal place symbol set in the
Windows environment is not "."

Steps to resolve the issue:

1. In the Windows environment, open the control panel.

2. Click on Region and Language and then click on Additional settings.
3. Change the Decimal symbol to "." and click OK.

4. Restart the Perception Web installer.
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3.2

USING PERCEPTION WEB

Introduction

Perception Web is designed to connect with a database that contains the
sampling data from the monitoring devices. In a production environment, the
database typically resides at a remote location on a distinct web server. The
Perception Web client renders this data in a web-friendly format across
several platforms including mobile devices. However, the read-only nature of
the web client means no modifications are possible.

Note: To customise the data or alter any device settings, you must use the
standalone software application, Perception Desktop.

Fleet Overview

Perception Web powered by e

Fleet Overview

Fleet Risk Index distribution of the fleet Ranking Table

:

H Total Transformers in Fleet .

2 p Transformer_2
Total Ranked Transformers D 3. & Transformer_1
I Current Average Fleet Risk Index D
B ~ams 9
H B Roc Alarms D

I service Alarms

Latest Events

18/6/2014 10:41 - TT1-A000000 located at Transformer_1. Area_1 has triggered a ratio alarm for Ratio1

18/6/2014 10:41 : TT1-A000000 located at Transformer_1. Area_1 has triggered an alarm for Peripherals|Digital| Digital-1
18/6/2014 10:41 . TT1-A000000 located at Transformer_1. Area_1 has triggered an alarm for MAIN|Water.

18/6/2014 10:41 : TT1-A000000 located at Transformer_1. Area_1 has friggered an alarm for MAIN|Ethylene

18/6/2014 10:41 : TT1-A000000 located at Transformer_1. Area_1 has friggered an alarm for MAIN|Methane

18/6/2014 10:41 - TT1-A000000 located at Transformer_1, Area_1 has triggered an alarm for MAIN|Hydrogen v

Average Fleet Risk Index History

o0& & & & & & & & & & & & O & -0 OO
Figure 3-1: Perception Web home page

The Perception Web home page presents an overview to the general state of
health of the entire transformer fleet. It is divided into the following sections:

» Fleet — provides a summary count of the number of transformers in the
fleet, the number that are ranked or in need of attention, and a count of the
various alarms that have been triggered.

» Risk Index distribution of the fleet — provides a pie chart depicting the
risk distribution across the entire fleet. Click the colour-coded legend for a
definition and summary count. Red or amber slices present the most risk (or
have the most serious defects) while green slices present the least risk (or
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3.3

have no serious defects). White slices (or the absence of colour) denote
those transformers that have yet to be evaluated.

= Ranking Table — provides a colour-coded ranking of all transformers
according to their calculated risk index. Those listed at the top (in
red/amber) present the most risk (or have the most serious defects) while
those listed at the bottom (in green) present the least risk (or have no
serious defects). The absence of colour coding denotes that the
transformer is yet to be evaluated. Clicking a transformer opens the
transformer dashboard.

» Latest Events — provides a log-style entry for any events that occur
during the life of the transformer. This could be anything from a triggered
alarm to a user-initiated action.

= Average Fleet Risk Index History — provides a timeline to track the overall
health of the transformer fleet over time. This timeline calculates and
shows the average health risk index across the entire transformer fleet.

Asset Explorer

The Asset Explorer is used to visualise the network of transformers and
devices being monitored, and while it can be configured to display a hierarchy
of areas, substations, transformers and devices — this can only be performed
in Perception Desktop.

Click the ‘right-pointing arrow’ (top left) as shown in Figure 3-2 to open the
Asset Explorer.

Note: To hide the Asset Explorer, click the left-pointing arrow.

Home About

Fleet Overview

Figure 3-2: Opening the Asset Explorer

The Asset Explorer uses a tree-like structure to represent the hierarchy of
assets in the database as shown in Figure 3-3. The tree-like structure
provides a logical means of organising the assets and a useful means by
which to navigate the hierarchy and find an asset.
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Home

v % Area_1

b

'
&;5 Transformer_3
4 &:;3 Transformer_2

@ E‘é Transformer_1

Figure 3-3: Asset Explorer

Each node in the tree represents an asset (denoted by the type of icon). Click
a side right-pointing arrow, as shown in Figure 3-3, to expand a node and
reveal its hierarchy below, as shown in Figure 3-4. Typically, an ‘Area’ sits at
the top of the hierarchy, while a ‘monitoring device’ sits at the bottom of the
hierarchy, as shown in Figure 3-4.

Home

M % Area_1

4 &,i:} Transformer_3

4 E{é Transformer_2
v g‘% Transformer_1

qé, TT1-A000000

n’ MultiTrans_1

Figure 3-4: Asset Explorer - the asset hierarchy
The asset icons (or nodes) have a status indicator:

= Green Tick: All monitored parameters within bounds.

(Wil
L%

= Amber Exclamation Mark: A parameter(s) has exceeded the e
High or Low thresholds. by
en

» Red Cross: A parameter(s) has exceeded the “High-High” or —
“Low-Low” or Ratio thresholds. i !5

= Purple: Indicates that there is uncertainty in the latest _
measurement accuracy or the latest measurement is ;_.-J';
considered to be in error. Refer to the device data table.
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= Blue: Indicates the device has experienced a fault and requires

a service. L‘Jj

Note: The device status is reproduced up the asset tree so that the related
Transformer, Substation and Area also reflect the status of its worst
subordinate device.
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3.4

Dashboards

Click on an asset node for more information. Figure 3-5 shows a Transformer
dashboard. Every transformer gets a dedicated page containing key
transformer information, such as its risk index, ranking and other parameters,
such as alarms and load current. Listed below are any attached monitoring
devices.

L ,
& Area_1 » ¢ Transformer_1

QRECLLLEIGEN  Wallboard

Risk Index Fleet Ranking Service Alarms nad Clrrant

20/09/2013
3

2010612014

> TT1-A000000

» MultiTrans_1

Figure 3-5: Transformer Dashboard

Click on the relevant monitoring device as shown in Figure 3-5 and scroll
down if required to see the data aggregation and analysis as shown in Figure
3-6.

v TT1-AD00000
MAIN &3 DIVERTER &2 SELECTOR &2

Main Gas Concentration ppm
TT1-AD00000

TapTrans
SN#TT1-A000000

Last Measurement
18/06/2014 09:45

Hy CH, CoHy CyHy CyHs co co, 0, Ny H,0 TDCG
—
710 914 1039 1040 1114 940 720 915 1718 980 25/02/2014 03/04/2014 11/05/2014 18/06/2014

Figure 3-6: TAPTRANS monitoring data
Figure 3-7 shows the cooling information for an MO150 device.
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3.5

v 116A-Dis-MO150

116A-Dis-MO130 Last Measurement
M0150 04/01/2000 14:05
SN#:0708U000147

Cooling Bank1 Total Activity Time: 3694
Cooling Bank2 Total Activity Time: 3961

Top Oil Bottom Oil WHSTHV ~ WHST TV
Temp Temp Winding  Winding

§7.8 -28.3 1085 776

Figure 3-7: MO150 cooling information

Wallboards

A wallboard displays all assets and their corresponding status on a map. This
provides an ‘at-a-glance’ geographic view of the assets at any moment in
time, but the wallboard needs to be refreshed manually for any updates to
show.

Wallboards can be rendered at the Transformer, Substation and Area levels.
However, this needs to be preconfigured in Perception Desktop. Once setup,
click Wallboard to see the configured image. In this example, Figure 3-8
shows a Transformer Wallboard on an image with two attached monitoring
devices.

Note: If a wallboard is needed to continuously monitor the condition of
assets, for example, in a control room, it's better to use the Perception
Desktop wallboard as it dynamically updates.
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%w Perception Web

L
@ Area_1 » ¢4 Transformer_1

Dashbd <l Wallboard ’

. High-High/Low-Low Alarm 0 High/Low Alarm . oK . Uncertain Data O No alarm condition *Blue circle border — service indicator

Figure 3-8: Transformer Wallboard
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3.6

Options

The Home option returns you to the ‘Home' page with the ‘Fleet Overview’
summary information as shown in Figure 3-9.

):(3) Perception Web po

Fleet Overview

Fleet Risk Index distribution of the fleet Ranking Table

E Total Transformers in Fleet . 1

2. Lp Transformer 2

[H Total Ranked Transformers D 3 & Transformer_1

m Current Average Fleet Risk Index D
Figure 3-9: Home page
The About option takes you to the ‘Release Notes’ and ‘Licenses’ page as
shown in Figure 3-10.

7 & About " ‘F‘t —

€« C' | [ localhost/Perceptio

bh/Home/About?page=0

Perception Web

About

Release notes RLYER

New Functionality: g -

Hydran native protocol support for Hydran201Ti and HydranM2

Perception application can now connect to Hydran201Ti and HydranM2 devices over Hydran native
protocol. Supported firmware versions are: 4.1 for the Hydran201Ti and 1.08/2.0 for the HydranM2.

Fleet Ranking

A new level of interpretation of the health of the transformer fleet has been added to Perception
Server. It uses established IEEE/CIGRE/IEC standards to create algorithms to properly rank assets
according to their risk of failure, based on key performance indicators acquired through DGA and
bushing/PD monitoring. The ranked order of assets is displayed in Perception as a list, with the most
critical asset listed at the top.

Perception also allows the algorithms to be modified, or new algorithms created using a new
workflow designer. The workflow designer allows a user with appropriate privileges to edit existing,
and design new algorithms using a drag and drop integrated design environment {IDE). The IDE
presents existing algorithms and data points as selectable objects. Finally, the designer allows the
user to compile and deploy the algorithms to Perception Server.

Dashboard screens have also been added to enhance the understanding of the user by collating key
information about the fleet into a single screen. Further detail can be gleaned by using the
previously available diagnostics.

and €SV import/exp

To further enhance Perception’s ability to integrate with 3 party systems (e.g. SCADA, EMS, DMS

and Historians), the CSV import/export functionality has been completely reworked. Now,
import/export can be configured using mapping tables. This allows any CSV file from any system to
be mapped into the Perception database by tying up the CSV fields to the appropriate Perception
fields.

imagination at wor

Figure 3-10: About page
The Welcome ‘User’ option shown in Figure 3-11 allows you to log off.

Perception Web powersd b & Welcomea v

Fleet Overview

Fleet Risk Index distribution of the fleet Ranking Table

[F Total Transformers in Flest /‘ - {8l = Transformer_3

Figure 3-11: Log off option
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You are returned to the ‘Log in’ page as shown in Figure 3-12.

Log in

Username

Password

"j GE imagination at work Perception Web: 1.16.0.13572 ® 2014 General Electric
Figure 3-12: Login page

Also note that every web session expires after a period of inactivity (defined
as 10 minutes). However, Perception Web prompts you prior to logging out as
shown in Figure 3-13.

Your session is about to expire!

YOU WILL BE LOGGED OUT IN 40 SECONDS.

Ma, Sign me out Yes, Keep me signed in

Figure 3-13: Session expiry
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Appendix A Installing Perception Web on Windows Server
2008

The following steps outline how to install and configure Perception Web on
Windows Server 2008.

= Log on to the Windows Server 2008 machine as an ‘Administrator’.
= Go to Start > Control Panel.

= Select Programs and Features as shown in Figure A-1.
| N g e o | -

{ JU ) |55 - contrlPanel - Al Cantrol Panel Ttems «

Adjust your computer's settings

¥ Action Certer Administrative Tools [ Autoplay L3 Color Management [El credential Manager
& Date and Tine (@ Default Programs 5, Device Manager Devicss and Printers B Display

@ Ease of Access Center Folder Options A Farks Inkernet Options &4, 5C31 Initiakor

& Keyboard ¥ Mouse 55 Metwork and sharing Center D natification Area Ioons [ Phone and Modem

8 Power Options ¥ Region and Languags 5 Remotepp and Desktop Connections % sound

18 system oL Taskbar and Start Menu 2| Test to Speech (18 Troubleshosting H2,User Accounts

[ windows Cardspace B windows Frewal ] windews Update

Figure A-1: Control Panel
» Select Turn Windows Features on or off as shown in Figure A-2.

Programs and Features

=
9\ "]v = Conkrol Panel = all Contral Panel Tkems

Conkral Panel Harme Uninstall or

Yiew installed updates Ta uninstall a |

&' Turn Windows Features on or off

Qrganize *

Marme

Figure A-2: Turn Windows Features on or off

* |n the Server Manager application, select the Roles node and then click
Add Roles as shown in Figure A-3.
Foreinee ——————— premessy ]

Fie uten Yew tep

* Roles: 2of 17 rstaled
Figure A-3: Add Roles
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* |n the Add Roles Wizard, click Next to proceed.

= On the Server Roles page, select the Web Server (1IS) option and click

Next as shown in Figure A-4.

Add Roles Wizard

ﬁ}—' Select Server Roles

Before You Begin

Roles:

Select one or more roles to install on this server,

Description:

Confirmatian [] Active Directary Certificate Services

Progress [] Active Directary Domain Services

|:| Active Directory Federation Services
Results

[ application Server
[ DHCP Server
[ ] DNS Server
|:| Fax Server
File Services (Installed)
D Hyper-Y
[ nebwork Policy and Access Services
[] Print and Dacument Services

POy
[7] windows Server Update Services

More about server roles

D Active Directory Lightweight Directory Services
D Active Directory Rights Management Services

< Previous I [dexh = Install Cancel

web Server (T15) provides a reliable,
manageable, and scalable Web
application infrastruckure.

'\i\‘ Additional role services can be
added fram the Roles home page.

Figure A-4: Select Server roles

» Select the following Role Services as shown in Figure A-5.

Select the role services to install For \Web Server (IIS):

Role services:

=l Zommon HTTP Features (Installed)
Skatic Conkent (Installed)
Default Document (Installed)
Directory Browsing (Inskalled)
HTTP Erraors (Inskalled)
HTTP Redirection (Inskalled)
WebDaY Publishing (Installed)
= [E application Development {Installed)
A83P.MET (Installed)
MET Extensibility (Inskalled)
A3P (Installed)
[ car
ISAPI Extensions (Inskalled)
ISAFI Filkers (Installed)
[ server side Includes
= [E Health and Diagnostics {Installed)
HTTP Logging (Inskalled)
[ Logging Tools
|:| Request Monitor
[ Tracina

Figure A-5: Role Services

P

B |E Health and Diagnostics {Installed)
HTTF Logging (Installed)
[ Lagging Taols
|:| Request Monitar
[] Tracing
|:| Custom Logging
[] opBC Logging
2 @ security {Installed)
[ Basic Authentication
Windows Authentication (Instaled)
[ ] Digest Authentication
[] client Certificate Mapping Authentication
[] 115 Client Certificate Mapping Authentication
[] urL authorization
Fequest Filkering (Installed)
|:| IP and Domain Restrictions

= [E Management Tools {Instaled)
1153 Management Console (Installed)

—

= Click the Install button to complete the Wizard and then close the Server

Manager application.
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= Start the Internet Information Services (1IS) Manager as shown in Figure
A-6.

‘-EE Internet Infarmation Services (1150

Manager

Figure A-6: Launch IIS Manager

= |n the Connections pane, select the Application Pools node to view all the
available application pools as shown in Figure A-7.

¥ Internet Information Services (IS)Manager  |[RISEENIEETORERD)

@ O [.:3 » LISDEWOTY b Application Pools

File Wiew Help

€- A |8

Q%l Application Pools

o EStart Page
B-€2 NEY0

This page lets vou view and manage the list of application pools on the server. Application pools are associated with wal

BlIEN ~:olication Paols Filler: B o - ok show Al | Groupby: Mo Groupin .
i p b ping

lame = | Skatus | MET Frame. .. | Managed Pipeli... | Identit: | Applications
‘_EBASP.NET w40 Started w40 Integrated ApplicationPoollden... 0
‘_E:?ASP.NET w4,0Cl.. Started wa,0 Classic ApplicationPoollden... 1
,%:?Classic MET App... Starked ¥Z2.0 Classic ApplicationPoollden.., 0
QDeFauItnppPool Skarted w20 Inkeqrated ApplicationPoolIden... 1

Figure A-7: Application Pools

= Right click on the ASP.NET v4.0 application pool and select Advanced
Settings as shown in Figure A-8.
» Set ‘Enable 32-Bit Applications’ to True.

» Set ‘Managed Pipeline Mode’ to Integrated.
> Set ‘Identity’ to LocalSystem.

Advanced Settings
B (General} =
NET Framewark Yersion v4.0
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated
Rlarme ASPLMET w4.0
Gueue Length 1000
Start Automatically True
= CPuU
Lirnit: 1)
Limit Action Nodction
Limit Inkerval (minutes) g
Processor Affinity Enabled False —
Processor AFFinity Mask 4294967295
[ Process Model
Identity _I
die Time-out (minutes i
Load User Profile False
Mazimurn Worker Processes 1
Ping Enabled True
Ping Maximum Response Time {seconc 90
Ping Period (seconds) 30
Shutdown Time Limit {seconds) a0
barkyn Tiroe |imit (sernndst an =
Identity

[identity Type, username, password] Configures the application pool ko run as
builk-in account, i.e. Application Pool Identity {recommended), Netwark Service,
Local System, Lacal Service, or as a specific user identity,

0K Cancel |

4

Figure A-8: Advance Settings
= Click OK to save the new settings and then close the IIS Manager.
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= Lastly, when you run the Perception Web installer ensure that you select
the ASP.NETv4.0 application pool as shown in Figure A-9.

i,él Perception Web Setup [_ =] |
Perception Web Application Settings in IIS e
Specify 115 details For Perception Web application, then click Mext to continue. bt

Install Perception YWeb to the website;

| Defauk web Site =]

Inskall Perception YWeb to the application named:

IPerceptiDnWeb

¥ Use a Custom application Poal instead of the selected website defaulk,

Inskall Perception YWeb to use the Custom Application Poal:

Biack, I Mexk I Cancel

Figure A-9: Perception Web Application Settings in IS
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GE Grid Solutions (UK) Ltd

Lissue Industrial Estate East

Unit 1, 7 Lissue Walk, Lisburn, Co. Antrim
Northern Ireland, United Kingdom BT28 2LU
www.gegridsolutions.com/MD.htm

For further assistance or queries please contact:

Customer Service Centre (24 hours a day, 365 days a year)
T 1-877-605-5777, option 4 (United States and Canada)

T +44 1785-250-070 (Rest of the World)
ga.support@ge.com

Kelman is a trademark of GE Vernova. Other company or product names
mentioned in this document may be trademarks or registered trademarks
of their respective companies.

GE Vernova reserves the right to make changes to specifications of
products described at any time without notice and without obligation to
notify any person of such changes.

This material is accurate at the time of writing.

© 2024 GE Vernova and/or its affiliates. All rights reserved.

GE VERNOVA
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